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PREFACE

The examination of ICAP is a grueling test of students” abilities to master a range of subjects to

ensure that those who qualify are consummate professionals.

The subject of Information Technology Management Audit & Control is deemed difficult by
many due to the fact that most of the trainee students do not have a hands-on experience and
understanding of the subject. The fact that there is no indicative-grid for ITMAC adds fuel to

students” agony and hence the paper pattern cannot be determined or guessed easily.

The published version of ITMAC COMPENDIUM is a combination of my class-notes, slides and
past papers along with their solutions, hence providing a holistic solution for preparation of
ITMAC exams for CA Final students. The online version consists of the slides/ presentation

used for teaching in class.

I hope ITMAC COMPENDIUM will help you in passing the subject. Feedback will be highly
appreciated and can be sent to my email address given at the end of the preface.

Kindly remember me in your prayers.
Bilal Mahmood Sulehri - M.Phil (Contd.), MBA, ACPA, ACFA CICA, Oracle Certified Expert

bilal@sulehri.com

January 31, 2015
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ITMAC PAST PAPER ANALYSIS

MARKS

TopIC W-15 S-15 W-14 S-14 W-13 S-13 W-12 S-12 W-11 S-11 W-10 Total %
Ch: 1-IT Strategy 14 10 9 15 - 10 11 - 18 9 - 96 8.7%
Ch: 2 - E-Business 14 15 10 7 11 14 8 12 12 - - 103 9.4%
Ch: 3 - Management, P&O of IT - 11 10 31 10 21 - 35 - 20 13 151 13.7%
Ch: 4-SCM - - - - - - - - - - - - 0.0%
Ch:5- ERP 8 - - - - - 5 6 13 - 11 43 3.9%
Ch: 6 - CRM - - - - - - - - - - - - 0.0%
Ch: 7 -SFA - - - - - - - - - 13 - 13 1.2%
Ch: 9 - IS Audit, Processes & Controls 12 - - - 42 35 - 16 13 10 13 141 12.8%
Ch: 10 - SDLC - 9 8 20 9 10 12 10 - - 14 92 8.4%
Ch: 11 - Auditing Infrastructure & Operations - 27 10 - - - 17 - 15 - 10 79 7.2%
Ch: 12 - Protection of Information Assets 19 16 12 27 12 - 25 10 - 9 15 145 13.2%
CH: 13 - Disaster Recovery & BCP 11 12 33 - 16 10 15 11 - 10 7 125 11.4%
Ron Weber - - - - - - - - 17 8 - 25 2.3%
Improvise 13 - 8 - - - 7 - 12 21 7 68 6.2%
COBIT 9 - - - - - - - - - 10 19 1.7%

TOTAL 100 100 100 100 100 100 100 100 100 100 100 1,100

TOPIC QUESTIONS

W-15 S-15 W-14 S-14 W-13 S-13 W-12 S-12 W-11 S-11 W-10
Ch: 1-IT Strategy 2 7 8 4 7 8 1 7
Ch: 2 - E-Business 5 2 6 8 3 9 5 6 4
Ch: 3 - Management, P&O of IT 8 2 1,7 8 2,3 1,2,9 2,5 6
Ch: 4 -SCM
Ch:5- ERP 1 6C 7 6 7
Ch: 6 - CRM
Ch: 7-SFA 1
Ch: 9 - IS Audit, Processes & Controls 8 1,2,6 | 1,4,5 5 7 4 8
Ch: 10 - SDLC 1 5a 3,6 7 8 6a,b 4 4
Ch: 11 - Auditing Infrastructure & Operations 3,4,5 1 1c, 2 3,5 3
Ch: 12 - Protection of Information Assets 6,9 9,10 7 2,5 4 la,b,4 8 3b 1
CH: 13 - Disaster Recovery & BCP 7 6 3,4,9 5 6 3 3 6 9
Ron Weber 2,8 3a
Improvise 3 Sb 7 9 8,9 2
COBIT 5
Note:

o This analysis is only for identifying trends in ICAP exams; no decision (of selective study) should be taken based on this analysis.
o All topics are equally important as there is no indicative-grid in ITMAC.

o To err is human. This analysis has been compiled with due care but it may contain human error.
® In case of any error or ommission, send an e-mail to bilal@sulehri.com with reference to the specific cell. Your feedback will be highly appreciated.
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IT STRATEGY &
MANAGEMENT

IT STRATEGY

o Strategy is a topic of BM and you should focus on
understanding it there.

o The word “strategy “ comes from Greek word Strategos
which means “generalship”

o Strategy is a pattern of activities that seek to achieve the
objective of the organization and adapt its scope,
resources and operations on environmental changes in the
long term

e Strategy is a pattern of activities
e Strategy is concerned with achieving objectives
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LEVELS OF STRATEGY

o Corporate strategy : It is concerned with what types of
business the organization is in. It denotes the most general
level of strategy in an organization.

o Business strategy: It is concerned with how an
organization approaches a particular product or market.

o Functional or operational strategy: How the different
functions of the business support the corporate and
business strategies.
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STRATEGIC PLAN

o Strategic planning is a disciplined effort to produce
fundamental decisions and actions that shape and guide
what an organization is, what it does, and why it does it,
with a focus on the future

o The strategic plan provides:
A framework for decisions or for securing support
e Provide a basis for more detailed planning

 Explain the business to others in to inform, motivate and
involve

 Assist performance monitoring
 Stimulate change and become building block for next plan
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STRATEGIC PLANNING PROCESS

Planning Stage

N

Component of Plan

AN /

Key Question

Mission

‘What business are we

. . in?
Strategic Analysis
Goals Where are we going?
& J
( ) . Which routes have we
Strategies selected?
Strategic Choice
- What sort of framework
Policies . 0
L ) is needed?
( ) .. ‘What choices do we
Decisions have?
Strategic ave:
Implementation . .
p Actions How shall we do it?

RN

STRATEGIC PLANNING

o Benefits of strategic planning
 Clearly define purpose of organization
e Communication of goals and objectives etc.
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o Guidelines for preparing the strategic plan
Use a cross-functional team

Ensure the plan is realistic

Specify roles and responsibilities clearly
Should be reflected in job descriptions and personnel

performance reviews

Follow-ups to the plan

One person should have the ultimate responsibility of
implementing the plan

CEO'’s support
Feedback

Checkers — e.g. quarterly verification
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IT STRATEGIC PLAN

Business/ corporate strategy

Divisional
Strategy

IS Strategy

Market Strategy

Production

strategy

I—I—I

IT Strategy Communication
Strategy
Hardware Data
Software Voice

STRATEGIC PLANNING

o Purpose/ end result of an IS strategic plan:
 Effective management of expensive & critical assets of

organization
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Linking the IS direction to business direction

Planning the flow of information and processes

Efficiently and effectively allocation IS resources

Reducing the time and expense of the IS life cycle

o Components of strategic planning (Gap analysis)
e Identification of where we are today

¢ Identification of where we want to be in future

e Identification of the gap

e Identification of how to get IS to where we want to be in future
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STRATEGIC PLANNING

o Elements of an IS strategic plan:
e Executive summary
» Goals
e Assumptions
 Scenario
e Application areas
e Operations
¢ Maintenance
¢ Organizational structure
e Impact of the plan
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DEVELOPING THE IT STRATEGY

o When developing “an overall IT strategy”, the following
aspects should be taken into consideration:

e Key business areas that could benefit from investment in
technology

e Cost

e Performance criteria

 Implications for existing workforce

e Whether Database approach is needed

o Database approach: An approach whereby a pool of
related data is shared by multiple application programs;
offers significant advantages over traditional file-based
approach
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EXAM QUESTIONS

Smart Industries Limited is using many computer-based applications
most of whom have been developed in-house. They are considering to
replace them with applications using web based technologies.

Required:
Explain how can the following e-business models assist the company
in improving its business:
(a) Business-to-Consumer model.
(b) Business-to-Business model.
(10 marks)

(Summer 08)
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ANSWER

o The company can made use of the B2C model in the following way:

o The company can make basic information of its products available
at its website. Such information may include product price,
availability, features of the product and any additional charges such
as delivery or insurance etc. When such information is available to
potential customers in an easy to understand format, it will be
easier for them to make decisions and they will be automatically
attracted towards company’s website.

o The company can provide some form of personalization of the
website for repeat visits such as welcoming the customer by name
or displaying a list of products already reviewed. This would help
make the site more customer-friendly and probability of customers’
visiting the company’s website before any related purchase would
increase.

o Providing some incentives to use the website such as loyalty points |
may help to attract more customers. \
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ANSWER

o New customers may be reached, especially those who are not
located within traveling distance of the company’s sales outlet.

o When a purchase is made on company’s website, customer
information will be stored by the company’s computer system. This
information can be used to help provide repeat business for the
organization.

o Data can be mined to identify relationship in purchases.
o The company can carry out business on 24 X 7 basis.
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ANSWER

o B2B model can assist the company in improving its performance in
the following manner:

o Managing inventory more efficiently.

o Suppliers can be given access to stock levels such that when stocks
fall below a re-order level, the supplier will automatically send
replacement stocks. Thus less employee time will be spent in
reviewing stock levels, and replacement stocks will be received
immediately when they are required.

o Self generated e-mails can be used to inform suppliers about new
stock requirements.

o Information concerning stock deliveries and receipts can be sent by
Electronic Data Interchange. This will provide time and cost savings.

o Payment process can be expedited by making payments
electronically.

o Paperless environment. “\

o Need to re-enter the data will be reduced
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